
Chapter1: Create a virtual machine from a managed image 

 

Follow the steps mentioned in the following document to create an Azure virtual machine from a 

managed image using Azure portal: 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-vm-generalized-

managed#use-the-portal 

 

Note: 

Please make a note of the local administrator user name and password, when specifying during the 

creation of a virtual machine. 

Leave the “Login with AAD credentials” option un-ticked under “Azure Active Directory” section in 

“Management” tab. 

 

Following are the steps with screenshots for illustration: 

1. Sign in to Azure portal, go to “Virtual machines” resource, expand  and select 

 option, as shown in the following screenshot: 

 

 

2. In the “Basics” tab, fill the information accordingly. For “Image”, select  below 

the drop-down list and select the intending image from the marketplace, as shown in the 

following screenshot as an illustration: 

 

3. Specify the username and password for the local administrator, as shown in the following 

screenshot: 

 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-vm-generalized-managed#use-the-portal
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/create-vm-generalized-managed#use-the-portal


4. Select “Windows server” for the “License type” field under “Licensing” section, as shown in 

the following screenshot: 

 

5. Proceed to “Disks” section. 

6. Under “Disks” tab, select “Standard SSD” or the disk type of your choice for the “OS disk 

type” field under “Disk options” section, as shown in the following screenshot: 

 

7. Proceed to “Networking” section and fill the information accordingly. 

8. Proceed to “Management” section and proceed with default values to “Advanced” section. 

9. Proceed with default values to “Tags” section. 

10. Click on  to proceed. 

11. Click on  and wait for the deployment process to get completed, after 

“Validation passed” message is displayed, as shown in the following screenshot: 

 

12. The following message when the process is completed: 

 

  



Chapter 2: Run the PowerShell script 

 

Follow the steps listed below to run the script to install and configure a standalone/isolated domain 

controller on virtual machine: 

1. Sign in to your Azure virtual machine as an administrator, using the login credentials 

specified during the creation of virtual machine in chapter 1. 

2. Go to “C:\Software\scripts\” directory, right-click on “RunScript.bat” file and select “Run as 

administrator” option to run the script, as shown in the following screenshot: 

 

 

3. This will open the command prompt windows. Type domain name, next to the message 

“Enter domain name:” and then press enter or return key, as shown in the following 

screenshot: 

 

Note: 

For domain naming convention, go to the following link: 

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-

computer-domain-site-ou#dns-domain-names 

 

4. The process will start as shown in the following screenshot: 

https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou#dns-domain-names
https://docs.microsoft.com/en-us/troubleshoot/windows-server/identity/naming-conventions-for-computer-domain-site-ou#dns-domain-names


 

5. Press “y” and press enter, if the following message is displayed: 

 

6. Enter safe mode administrator password when asked. You could enter the same password, 

specified during the creation of virtual machine in chapter 1 or specify a different one. Press 

enter and confirm the password. This is shown below: 

 

7. Ignore warnings and wait. You will be notified of a machine restart at the end. The machine 

will restart automatically to make the configuration changes take effect. 

8. Sign in back to the virtual machine using domain administrator’s credentials. The domain 

administrator username and password will be the same as specified during the creation of 

virtual machine in chapter 1, for the exception of the domain name. Use username in the 

form of “domain_name\administrator_username” where, “domain_name” is the one 

specified in the script file mentioned in chapter 2 and “administrator_username” is the same 

as the one specified during creation of virtual machine, mentioned in chapter 1. 

9. After signing in to virtual machine, verify that the value of “Domain” is the same as specified 

in the script (in chapter 2) in “Server Manager” window. Select “Local Server” and then 

verify the domain, as shown in the following screenshot: 

 

 



  



Chapter 3: Add domain users 

 

1. Sign in to virtual machine as a domain administrator that is created automatically, after 

running the script that installs and configures domain controller (in chapter 2). 

2. In ‘Server Manager’, click  from the top menu, as shown in the following screenshot: 

 

3. Click ‘Active Directory Users and Computers’ under ‘Tools’, as shown in the following 

screenshot: 

 

4. Expand the domain node from the left pane in ‘Active Directory Users and Computers’ 

console, as shown in the following screenshot: 

 

5. Right-click on ‘Users’ node from the left pane, select ‘New’ from the context menu and 

select ‘User’ to start adding a domain user, as shown in the following screenshot: 



 

6. Fill the information in the ‘New Object - User’ dialog and click , as shown in the 

following screenshot: 



 

7. Specify password and confirm password. Un-tick the ‘User must change password at next 

logon’ option for now because it is not required to be ticked, as shown in the following 

screenshot: 

 

Click  to proceed. 

 

8. The following dialog is displayed: 



 

Click . Repeat steps 6 to 9 to add more domain users. 

 

  



Chapter 4: Allow remote access of virtual machine to domain users 

 

Add domain users group to Remote Desktop Users group: 

1. Follow steps 1 to 3 of chapter 3. 

2. In “Active Directory Users and Computers”, select “Users” node from left, right-click on the 

built-in “Domain Users” group and select “Properties” from the context menu, as shown in 

the following screenshot: 

 

3. Click on ‘Member Of’ tab, as shown in the following screenshot: 



 

4. Click  to start adding this (Domain Users) group to the built-in ‘Remote Desktop 

Users’ group. 

5. If ‘Groups’ is not shown as part of the value of ‘Select this object type:’ then, click 

, as shown in the following screenshot: 

 

6. Select ‘Groups’ node and click  in the following screenshot: 



 

7. If domain is not selected for ‘From this location:’ then, click  in the following 

dialog: 

 

Select a domain and then click  in the following dialog: 

 



 
 

8. Type ‘remote desktop users’, as shown in the following screenshot: 

 

9. Click . This will verify that a built-in ‘Remote Desktop Users’ group exists. 

Notice the change in the ‘Enter the object names to select’ list in the following screenshot: 

 

10. Click  to proceed. 



11. You can see in the following screenshot that ‘Remote Desktop Users’ group is added to the 

‘Member Of:’ list: 

 

12. Click  and then click . 

13. Close the ‘Active Directory Users and Computers’ console. 

  



Add the built-in “Remote Desktop Users” group to local security policy 

 

The next step is to add the built-in ‘Remote Desktop Users’ group to a local security policy with 

regards to allowing users to log on using remote desktop services. Following are the steps: 

1. Type ‘local’ in the windows search box and select ‘Local Security Policy’ in the search result 

to open the ‘Local Security Policy’ console, as shown in the following screenshot: 

 

2. In the ‘Local Security Policy’ console, from the left menu, expand ‘Security Settings’, then 

expand ‘Local Policies’ and select ‘User Rights Assignment’, as shown in the following 

screenshot: 



 

3. Double-click ‘Allow log on through Remote Desktop Services’ policy, as shown in the 

following screenshot: 

 

4. If ‘Remote Desktop Users’ group is not in the list of added groups then, it is required to add 

this group, as shown in the following screenshot: 



 

5. Click  to start adding ‘Remote Desktop Users’ group. 

6. Repeat steps 8 to 12 in the previous section. You can see in the following screenshot that the 

built-in ‘Remote Desktop Users’ group is added to the list: 



 

7. Click  and then click . 

8. Close the ‘Local Security Policy’ console. 

  



Allow remote connections to virtual machine 

 

The next step is to verify, if the ‘Allow remote connections to this computer’ option is selected in 

system properties. Following are the steps: 

1. Type ‘control’ in the Windows search box and click ‘Control Panel’ from the search result, as 

shown in the following screenshot: 

 

2. Click ‘System and Security’ in ‘Control Panel’ dialog, as shown in the following screenshot: 

 

3. Click ‘System’ in ‘System and Security’ dialog, as shown in the following screenshot: 



 

4. Click  from the left menu in the ‘System’ dialog, as shown in the following 

screenshot: 

 

5. In ‘Remote’ tab in ‘System Properties’ dialog, under ‘Remote Desktop’ section, select the 

‘Allow remote connections to this computer’ option and tick the ‘Only allow connections 

from computers running Remote Desktop with Network Level Authentication 

(recommended)’ option, if not selected, as shown in the following screenshot: 



 

Click ‘Apply’ and then ‘OK’, if any changes made. 

 

6. Close control panel and restart the server. 

7. Sign in to virtual machine as a domain user. Repeat this step for every domain user. 


